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= Motivation

= |ntroduction to the playing field

= How to obtain byte code

» Recognizing basic properties of the byte code
= Implementing an IDA Pro processor module

= Calling Conventions

= Advanced Addressing Modes

= Reading code you are not supposed to (/\/
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Motivation - General
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-
00000d70h: 00 00 53 49 4D 41 54 49 43 00 49 45 43 00 00 00 ; ..SIMATIC.IEC...
00000d80h: 00 00 53 37 5F 4C 56 00 00 00 20 00 2Cc 6D 00 00 ; ..S7_LV... .,m..
00000d90h: 00 00 00 00 00 00 68 1D 68 2C 41 61 00 02 FB 70 ; ...... h.h,Aa..0p

00000daOh: 07 4Cc 70 OB 00 02 FB 78 03 78 7E 43 00 98 38 09 ; .Lp...0x.x~C. 8.
00000dbOh: 01 2D 35 60 39 A0 00 40 00 9C FF B8 00 05 68 1D ; .-59 .@.ey,..h.
00000dcOh: 41 43 02 82 FB 78 03 78 68 1C 00 42 02 82 68 2D ; AC.,0x.xh..B.,h-
00000ddOh: FF B8 00 06 FB 70 07 4A 70 0B 00 02 FB 78 03 78 ; y,..0p.Jp...0x.x
00000deOh: 7E 42 00 10 30 03 00 03 21 A0 7E 42 00 10 30 03 ; ~B..0...! ~B..O.
00000dfOh: 00 04 41 62 00 02 21 cO 00 62 00 02 FF B8 00 OB ; ..Ab..!A.b..y,..

00000e00h: 38 07 00 00 00 01 FB 79 03 7A 7E 57 00 O0C 70 OB ; 8..... uy.z~Ww..p

00000e10h: 00 09 38 07 00 00 00 00 FB 78 03 7A 7E 47 00 OC ; ..8..... Ux.z~G

00000e20h: 68 1C FB 78 03 78 41 44 02 82 FB 70 07 52 70 OB ; h.0x.xAD.,Up.Rp.
00000e30h: 00 02 00 61 00 02 68 2C 65 00 01 00 00 02 00 00 ; ...a..h,e.......
00000e40h: 00 05 05 50 01 00 A4 00 04 00 12 00 1D 00 33 00 ; P..@,...... 3

00000e50h: 3C 00 04 00 OC 00 4A 07 01 01 EA 08 00 00 06 08 ; <..... J...é.....
00000e60h: 00 00 OE 00 00 OO0 88 00 00 00 12 00 03 70 25 CF ; ...... . p%I
00000e70h: 19 4B 03 70 25 CF 19 48 00 00 00 00 53 49 4D 41 ; .K.p%I.K....SIMA
00000e80h: 54 49 43 00 49 45 43 00 00 00 00 00 57 45 5F 54 ; TIC.IEC..... WE_T
00000e90h: 45 00 00 00 20 00 D2 97 00 00 00 00 00 00 00 00 ; E... .O—vuuuun..
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Motivation - Specific
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* Frank Boldewin discovered interesting payload

functionality within the W32.Stuxnet malware
= July 14, 2010*

* Everyone started speculating
* Few started looking at the actual code

= Within one component, blobs of programmable logic
controller (PLC) code were discovered

* This code needed to get disassembled and analyzed

» Waiting for third parties to trickle information through small
publications wasn’t an option.

s
* http://lwww.wilderssecurity.com/showpost.php?p=1712134&postcount=22 ( /
/
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Introduction to PLCs

. TG E1 A1
» PLCs are essentially programmable T
iInput/output controllers y e
= Designed to mirror electrical wiring, to be used by

electrical engineers

= Default access to inputs and outputs is digital, bit-
wise addressing as sub-address of bytes

= The inputs and outputs are usually fed by analog
lines through A/D converters

= One general purpose register, the accumulator

= Newer ones have more than one accumulator, but
the additional ones are often not directly
addressable

= A couple of counters and timers
* Modern PLCs are significantly more

complex (?Q

Klockner

OELLER
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Introduction to PLCs
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= PLCs are standardiz

MODE

SELECTION

Commission:; IEC 6]

l

>

REENTRY
REACTION
CONTROL
SYSTEM

ORBIT ATTITUDE

> AND MANEUVER
REACTION CONTROL

SYSTEM

= The IEC also standa| smmwe___amos) et ATTITO0E
tape ,) e ELECTRONICS [T COMMANDS » ELECTRONICS
= |EC defines in 6113 L A
» Ladder diagram (LD)] (* simple s " Opened
: _ oq.]| TXCState := o
= Function block diagr 1 open doo
= Structured text (ST), C‘"’*EE StateMy  vansition—
= Instruction list (IL), te L—{ ELSE -
= Sequential function CTTAIT(SFTJ| zup /
» |EC also defines a set of stantara transition conition

* Augmented by the vendor’s library

FBD: A functional block diagram of the attitude control and maneuvering electronics system of the

Gemini spacecraft. (McDonnell, "Project Gemini Familiarization Charts®) June 5, 1962
All images courtesy of Wikipedia.

Zwanf & V%

VOLTS

entry action

2
Closed

E: close door

open_door
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Introduction to PLCs
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* PLCs execute their byte-code on the main CPU by
Interpreting It
* The byte-code is not the native instruction format of the
PLC CPU

* Modern PLCs use ASICs that can execute the byte-code
natively, in order to speed up execution

= PLCs execute in “scans”
1. Allinputs are read by the PLC
2. The main code block is executed
3. All outputs are set by the PLC, depending on the

code’s result ( /\/
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Introduction to Simatic S7

Programming device Central Processing Unit Signal Modules
Load memory System memory
Process image Inputs
Hardware | _|System data blocks input table
config N "|  (config data) Process image
output table Outputs
User _|Code & data blocks Diagnostic buffer
program | | (user program) [ —
< ( program) Communication
buffer
Symbol ) ) Local data stack
table < ,
project data
Block stack
Work memory Interrupt stack
Sequence relevant Memory bits
parts of code blocks
Time functions
Sequence relevant J Count functions
parts of data blocks4
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Simatic S7 and STEP7

N

G . . e e
= Simatic (= Siemens + Automatic) are PLCs built since 1973
(S3). Current is S7, introduced in 1994.

* The byte-code for S7 PLCs is called MC7

= Development environment for S7 is STEP7

= “STeuerungen Einfach Programmieren”
(engl. “Controllers Easily Programmed”)

Support for 3 of the EIC 61131-3 development styles:
= LD (ger. KOP - Kontaktplan)
= FBD (ger. FBS - Funtionsbausteinsprache)

= |L (ger. AWL - Anweisungsliste, engl. STL)
= Warning: there is a internationalized German version of STL/AWL!

Four other optional development environments
PLC simulation package, including hardware design environment
Tools to communicate with PLC over various media

= Simatic STEP7 software can be obtained as 14-day tri@
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Mikko H. Hypponen:
Evidence that Iran runs STEP7

/’ -

€« C (O thepratebay.ora/torrent/S856314 1/5imatic_step7 _5.4_SP4_SCCSIM_GRAPH

Search Torrents | Browse Torrents | Recent Tarrents | TV shows | Music | Top 100

| _Pirate Search |

™ audia [ videa [ applications [~ Games [ other [All i

Details for this torrent

Simatic_step7_5.4_SP4_SCCSIM_GRAPH

Type: Applications > Windows

Files: 1

Size: 975.57 MiB (1023273236 Bytes)
Tag(s): Simatic step? SCL PLCSIM GRAPH

Quality: +2/-2100)

Uploaded: 2009-05-02 17:57:03 GMT

By: xnets
Seeders: 2 | |
madinejads
Eﬂnlme‘nti 1 g s ] s w, o b e
[ SRS RER " REE RER RERE QN EECE N NN SN EE N BN e .
] L) 4[] Enjoy Movies, TV Shows Tic and Games on your browser!
5 E E El I L E [ I |
¥ DoYMILOAD THIS TORRENT ( MET LINK)
Comments

Ahmadinsiadaddyes : ]
SEED pLZUL B —




ne 4 #% Process Explorer - Sysinternals: www.sysinternals.com [VIRTUALXP-44670\XPMUser]

File Options  Miew Process Find Handle Users Help
. B D =N g A _==_
Process FID CPU Private Butes Waorking Set . Description Company Hame
i} File Edit [ eFniehan.exe 1436 812K 12072 K. Siemens SIMATIC [EtPG H... SIEMENS AG
M = 2~ []57TraceServic...| 1536 Ta6 K. 16.056 K. S7TraceService Module SIEMEMS AG
= E alg.exe 116 1144 K 3,556 K. Application Layer Gateway 5... Microgoft Corporation
E lzazs.exe BRE 3788 K 1,396 K LS4 Shell [Export Yersion) bicrozoft Corporation
[ rdpclip.exe 236 1,200 F 2684 K. RDP Clip Monitor bicrozoft Corporation
HH:I Y [ csrss.exe 1384 7h2 K 2184 k. Client Server Runtime Process  Microzoft Corporation
k- _ﬁ_ll winlogon. exe 1416 2980 K 6,008 K. Windows MT Logon &pplicat... Microsoft Corporation
FE b = CJ explorer.exe 676 2376k 17.852 K Windows Explarer Microsoft Corparation
FCbl E WMILSTYC, ENE 2164 1,272 K 2028 K Virtual Machine Uszer Services Microsoft Corporation
5FB b T S7ubTstx xe 2192 00K 3528 K Start Tool for SYBASE Data.. SIEMENS AG
SFCH 5 ctfmon. exe 2236 856 K. 3.064 K. CTF Loader Microgaft Corporation
Al raell P 5Ttgtops exe 2296 42 724 K, 56,376 K. SIMATIC Manager SIEMENS AG
=M Librar B sTothxsk exe 2268 1,480 K 5168 K. STEP 7 Block Adminiztration  SIEMEMS AG
-1 & st @ T WEVADN. EXE G965 39140k 47 736 K. 57 Simulation Yigw SIEMEMS Al
= L procesp exe 2736 48 12,384 K 15,960 k. Sysinternals Process Explorer  Syzinternals - wiww sysinter.
# dbzrvd. exe 2404 36860 K, 5852 K. Adaptive Server Angwhere M. idnywhere Salutions, [he.
]ﬁ almarvbubbles. exe 2712 E1E K 2,320 K. Automation License Manage... SIEMEMS AG
v
Type Mame "
File C: W/ IMND O SRS S w86 _Microzoft Windows. Common-Controlz_E5950647 4dccf1df_B.0..
File “DevicehTop
File “DevicehTop
File “Devicehlp —
File WDevicehp
File “Devicehlp
File WDevicehfgecDD
File CoiadIND O SN S w5 BB Microzoft WCB0 MFC_1fc8b3b9alelBe3b 806077 7E2 w-w...
File C:awd IND O SNWIn5S w5 BB _Microsoft WYCB0 CRT_1fe8b3b3alelBedb 8.0607SY 7EZ _ww...
File Coa/ IND O SIS S BB Microsoft YO0 MFCLOC 1fc8b3bSalelBe3b 8060727 762
File C: i IMD O 55 in 5 w5 w86 Miciozoft WCB0 MFC_1fcBb3b9alel18e3b 8.0 6077 762 _w-w. .
File Co A IND O SNWIn 5 w5 BB Microsoft WYCB0 CRT_1fcBb3b3alelBedb 806077 7E2 _ww...
File CoiadIND O S in S wS wab_Microzoft WCB0 CRT_1fc8b3b9alelBe3b 806077 7E2 _ww...
File L ‘\WINDDWS\WmS w5 6 _Micrazaft WCBO MFC_ 1fc8b3b9a1 e18e3h 8060727 762 s-w. .
i . ! ) Storage_1.waf
< File L ‘M"INDDWS\WmS #5RBE_Microsoft, VEBEI MFC_ 1fc8|:n3|:u9a1 e18e3b B.0R0727.7EZ_m-w...
f'—'i"ﬁi"' File C: i IND O SNWIRS w5 86 _Microsoft YCB0 CRT_1fcBb3b3ale1Be3b 806077 7EZ _s-w...
File SDevicehdbd
E File SDevicehTop
Program File “DevicehTop
— MKey HEL v
ﬂl CPU Usage: 4.81%  Commit Charge: 29,17%:  Processes: 36 | Physical Usage: 74.20%
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Finding the Byte-Code

N

» Visual difference before and after programming

— ™
[ pLCSimStorage_ 1.waf - BinlD Lo o
|

i— =

0

File  Edit Help File Edit Help
I BN NN
Offset: - Offset:
=
Zoom factar: Zoom factor:
55
Wiidth: | wicn
64
Show values Show values
Show ASCII Show ASCII

l_l'l'l'l'l-.

ChtempfuckhPLCSimStorage_Lowaf Size: 2048 (800h) |

Chtemp\PLCSimStorage 1owaf Size: 4096 (1000h) |
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Familiarizing Yourself
With The Environment
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= Obtain a programming manual

* You will need a full manual, it's often shipped with the IDE

* [t's very helpful to have basic introductory material
= Beginner tutorials shipped with the development environment
= Simple development, deploy and debug sessions
» Look for university course material
= Go through a couple of the introduction sessions
* |t might easily be the most frustrating task
= Make sure you understand the development cycle

= Write very simple programs yourself
» Refrain from anything that involves conditional code flow
» Debug your programs

=
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Quick Overview of STEP7 STL
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Bit-Logic instructions

A O, XN, =

Comparison instructions

=>|, <=D, etc.

Conversion instructions

BTI, NEGI, RND+, etc.

Counter instructions

FR,L,LC, R, S, CU, CD

Data Block instructions

OPN, L DBLG, etc.

Logic Control instructions

JU, JC, JL, LOORP, etc.

Integer Math instructions

+1, -1, /I, MOD, etc.

Floating-Point Math instructions

+R, ABS, SOR, ACOS, etc.

Load and Transfer instructions

L, LAR1, T, CAR, TAR1, etc.

Program Control instructions

BE, CALL, UC, CC, etc.

Shift and Rotate instructions

SLW, SLD, etc.

Timer instructions

FR, L, LC, R, SP, etc.

Word Logic instructions

AW, OW, XOW, AD, OD, XOD

Accumulator instructions

TAK, POP, PUSH, INC, BLD, NOP 0, etc.
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Recognizing Your Code

e

e
* |[mmediate values are your friend

» Repeatedly load the same immediate numeric value into the same
destination (e.g. a register)

» Use small numbers with known hex / binary representations

= Ox01 == L1

» OX7F==127 | L 127

. . L 128
Ox80 == 128 D e

= OXFF == 255

* |f you can, use hexadecimal representations when writing
your test code

* |tis easier to recognize hexadecimal characters in hex dumps

» |tis also easier to realize they are missing

00000c20h:
00000c30h:
00000c40h:
00000c50h:
00000c60h:

9A F6 26 60 03 9D CB 0C 11 4C
00 1e 30 03 00 01 30 03 00 7F
00 7F 30 03 00 7F 30 03 00 7F
01 00 00 14 00 00 00 02 05 02
05 02 05 05 05 05 05 00 00 FE

00 1c 00 OE 00 14 ;
30 03 00 7F 30 03 ;
30 03 00 7F 65 00 ;

05 02 05 02 05 02
FE 14 00 FE FE 14

WY
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Recognizing Your Code

e

/// ) T LR

* |ncrease the size of your immediate values

* You are not looking for the instruction encodings
yet, although pattern recognition is not a crime

* Try to develop “markers”
* Encoding patterns that you easily recognize

= Use before and after other instructions, so you can
tell their length

= Do not try to understand the file format!

= It wouldn’t help you, even if you did. o~
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Recognizing Your Code

e
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L W#16#CAFE
L  W#16#CAFE
NOP 1
L DW#16#AAAAAAAA
L DW#16#AAAAAAAA
L DW#16#FEFEOBAD

= You might have
noticed: the code’s
endianess comes
out for free

00001000h:
00001010h:
00001020h:
00001030h:
00001040h:
00001050h:

00 00
01 01
EB 4E
00 1E
AA AA
01 00

00
01
26
30
38
00

00
08
60
07
07
14

00 00 00 00
00 01 00 00
03 90 ¢€B OC
CA FE 30 07
AA AA AA AA
00 00 00 02

02 00
00 90
11 4cC
CA FE
38 07
05 02

90
00
00
FF
FE
05

00
00
1C
FF
FE
02

00
00
00
38
0B
05

00
00
OE
07
AD
02

70 70

04 97 ;

00 14
AA AA
65 00
05 02

S e 0..pp

; N& .B..L......
; ..0.EpO0.Epyy8.22
; 2ag.,aaaag pp.e.
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Recognizing Your Code

—

I
= \Write pre-processing scripts for your instruction set

discovery programs

NOP O

NOP 1

SET

CLR

sequence number

resulting hex dumps

Pre-processing

>

L DW#16#1AAAA
NOP O

L DW#16#2AAAA
NOP 1

L DW#16#3AAAA
SET

L DW#16#4AAAA
CLR

L DW#16#5AAAA

Assemble

* For each instruction you write, generate a marker with a

= Use the marker information to extract instructions from the

wverd & ?é@?%z

>

38 07 00 01
38 07 00 02
38 07 00 03
38 07 00 04
38 07 00 05

AA AA
AA AA
AA AA
AA AA
AA AA

00 00
FF FF
68 1D
68 1C

(B
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How To Document
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= Document your discoveries

* The code of your disassembler is not documentation!

= Only an independently documented instruction set allows
you to separate wrong mappings from implementation
bugs.

* Document strictly in binary

* Binary documentation helps you to identify patterns you
will miss otherwise

» Augment documentation with examples in
hexadecimal

= The hex notation allows you to become a native speaker
more quickly

= Always provide at least one example ( /\/



Recurity Labs

Begin Code Discovery

e

R 7
= You should start with the most “native” instructions of

your target device

* For PLCs, these are obviously the logic instructions
operating on inputs and outputs
» Also quite native to PLCs are timer and counter

* For other CPU types, this is likely to be logic operations on
bytes, words and double words
* The main reason to start here Is history

* The byte code was likely developed when the native width
of the target device was still smaller (e.g. 16 Bit)

= This will cause the encoding to be different for smaller
value ranges /@
| (S
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Begin Code Discovery

S
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Notation:

b: Bit of address line

1: O=Input / 1=Output

X: Line
M: O=memory/1=I0

ImO00Obbb 1 xxxXxXxXX
ex: C701
Im100bbb 1 XxXXXXXXX
ex: E701

00000000 NtttObbb XXXXXXXX XXXXXXXX

ex: 00 60 00 14
ex: 00 10 01 OO

A
A
AN
AN

I 1.7

I 1.7

A #BOOLVAR_AT_20

A

I 256.0

A (n indicates NOT)

wverd & ?é@?%z

P
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Discovering Ranges
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= Many instructions take arguments in ranges

* |Immediate operands

= Numbered registers

= Date and Time formats
= Addresses

= Offsets

* Your pre-processing script(s) should take care of that
= Define border cases for the range arguments

= Have your pre-processing script iterate over the argument
cases and the instruction you provide

» |t’'s almost like writing a worst case fuzzer © =
(X
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Discovering Ranges

e e
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Arguments = ( ‘T 0.0°, ‘T 0.7°, ‘T 32.0°, ‘I 128.7’°...
....Q 0.0’, ‘@ 0.7, ‘Q 32.0°, ‘Q 128.7’...

Instructions = ( ‘A $arg’, ‘0 $arg’, ‘X $arg’,
=>A T

>A I
>A I

.0
.7

w O O

2.0
20 I
20 I

o o

.0
/

bt

Dol && ?é@?%z
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A Word About Notation

e — PR 7 T e e R S

= Keep in mind that notation is up to you

* [t makes a lot of sense to stay as close to the vendor’s
notation as possible
» Other people can look up instructions in the vendor’s original manual
= Other people who speak the mnemonics can directly work with your
output
* The notion of argument versus part of the instruction is
completely up to you
» |t doesn’t change the notation at all
= Nobody said instructions cannot have spaces

= Some times, the vendor’s notation is ambiguous

= Don’t be scared to invent a new one

» Make sure it's clearly distinguishable from the vendor’s
» People familiar with the assembler need to see it's special!

Prverdt & Versly Qj‘i'/;
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A Word About Notation

e

[—— Lo 48
L CO - Load counter O

L DBGL ; Load Length of Shared DB in ACCU 1

L #1 : Load 32-Bit immediate 1

L MB1 ; Load memory byte 1

L Iwl ; Load input byte 1

L DBD 1 - Load data block double word 1

L 1 : Load 16-Bit immediate 1

L T[Mw1l] ; Load timer whose number is stored in memory word 1
L PIB[AR1,P#1.5]

vaw&fd?'ﬂ%%é;

=
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Intermission:

Implemfntmg the Disassembler

e e o
* You may implement your disassembler as standalone

= Complete freedom of choice
» Programming language
» Representation
» Command line vs. GUI
» Requirement to produce interface formats for other tools

» Lack of other functionality (e.g. code flow tracing)
= You may Integrate your disassembler into a reverse

engineering tool
* Bound to the reverse engineering tool’s choice of programming
language and API
= Potential issues with the integration itself (secondary battlefield)
» Availability of functionality already available in the tool
= Availability of other third party modules / tools that integrate with the

targeted tool as well —
(>
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Intermission:
Writing IDA Processor Modules

e

g T .-, . o
* |DA allows you to develop modules to support additional

CPUs not already available
» |t's like writing any other plug-in (using the SDK)
»= Since IDA 5.7, processor modules can be developed in Python
* You need to provide a class inherited from idaapi.processor t
= Assigns a processor ID and name

= Defines a number of properties
= Typical code start and end sequences
= Segment register properties (how x86ish!)
= Number of instructions and instruction decoding array
= Number of registers and register representation array

= Defines an Assembler for notation (comments, etc.)

Prverdt & Versly Qj‘{'/;
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Intermission:
Writing IDA Processor Modules

N

i . .
* You need to implement a couple of methods from

iIdaapi.processor _t
= emu: Executed when IDA wants to emulate the instruction

» Does the instruction create cross-references, what type and where do they
point? Does it modify the flags?

» This call-back is allowed to modify the IDB

= out: Executed when IDA wants to create a textual representation for
the instruction

= outop: Executed when IDA wants to create the textual representation
of an operand to the instruction

= ana: Executed to decode an instruction

» IDA does not give you an index or address of the bytes to decode, only
functions to say “get next byte/word/etc.”

= Due to the callback design and the requirements to use IDA’s
structures, it quickly becomes hard to manage

Prverdt & Versly Qj‘ij;
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Intermission:
Writing IDA Processor Modules

e

= The known instructions array makes heavy use of an index
number called ‘itype’.

» |tis advisable to generate the array and itype dynamically when the
module is loaded — managing it by hand is bound to fail

= Every decoded instruction is handled by a structure called
‘cmd’
= Contains the effective address (EA) of the instruction

» Contains fields for the operands (Op1l, Op2, ...) of type op _t
= Operands have a size field (8, 16, 32 Bit)
= Operands have a type (register, memory ref, immediate, special, etc.)
= Depending on the type, different value fields are used

= Contains the ‘itype’ reference to the instruction array
= Warning: The choice of types and values within those

structures influences significantly how the IDA “kernel” will
handle your disassembly @
Prverdt & Versly ?i;
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Intermission:
Writing IDA Processor Modules

e
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* Endianess is a surprisingly big issues with IDA

* There iIs a (not very well documented) structure
called ‘inf’, and inf.mf sets the endianess

* inf.mf = 0 is big endian
" inf.mf = 1 is little endian
» Setting the endianess this way doesn’t help when
reading data > 8 Bit during instruction decoding

» Hint: write yourself functions to read anything bigger
than a byte, you should know the endianess

Prverdt & Versly Qj‘{'/;
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Intermission:
IDA Proce__s_sor Modules And The Rest

-
» | opted for writing my own back-end disassembler
= | can have all my disassembly code in class hierarchies
* | can generate the IDA structures upon startup
= | can have my own way of rendering

= I'm only using a few operand types:
= 0_Imm for immediate values, so IDA can calculate

= 0_near, 0o_mem for code and data references

* 0_IdpspecO ... o_idpspec>5 for everything else, since it is
meaningless to the IDA kernel

* | rewrote It two times and should rewrite it again

= “Some code cannot be written beautiful, because the
subject is ugly.” — paraphrasing Lisa Thalheim

Prverdt & Versly Qj‘i'/;
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STEP7 Program Structure

PR

= Organization Blocks are the interface between the PLC
operating system and the user program

Main program scan (OB1)

Time-of-day interrupts (OB10-17)

Time-delay interrupts (OB20-23)

Cyclic interrupts (OB30-38)

Hardware Interrupt Organization Blocks (OB40-47)

Programming DPV1 Devices (OB55-57)

Multicomputing - Synchronous Operation of Several CPUs (OB60)

Synchronous cycle interrupt (OB61-64)

Redundancy errors (OB70-72)

Asynchronous errors (OB80-87)

Background Cycle (OB90)

Startup Organization Blocks (OB100-102)

Synchronous errors (OB121-122) (?T@c
£~
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STEP7 Program Structure

N

= Functions (FC) contain program routines for
frequently used functions

» Function Blocks (FB) are blocks with a
"memory" which you can program yourself.

= System function blocks (SFB) and system
functions (SFC) access operating system

functions
(5
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STEP7 Program Data Areas

e

» Data Blocks (DB) are areas for storing user
data.

* Think of them as global data structures.

» |nstance Data Blocks (DI) are assigned to FBs
that transfer parameters. There Is one
Instance per FB call in the user program.

* Think of them as objects of a class.

Prverdt & Versly Qj‘{'/;
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STEP7 Program Data Areas

N

= When creating logic blocks (OBs, FCs, FBSs),
you can declare temporary local data.

* Every organization block has start information of
20 bytes of local data that the operating system
supplies when an OB Is started. The start
Information specifies the start event of the OB, the
date and time of the OB start, errors that have
occurred, and diagnostic events.

* For example, OB40, a hardware interrupt OB,

contains the address of the module that generat
the Interrupt In its start information. 4 /\/
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STEP7 Calling Conventions

* The STL manual lists three types of calls:
= CALL, which invokes FBs and FCs
= CC, a conditional call

= UC, a unconditional call

* \When inspecting the byte code for a CALL to FB
Instruction, a surprising amount of code shows

00000c30h: 00 3A 38 07 00 01 AA AA 10 03 41 60 00 18 FB 7C
00000c40h: FB 79 00 01 FE 6F 00 14 68 1C 41 50 00 00 28 02
00000c50h: 7E 55 00 01 FE OB 84 00 00 00 75 01 FE 6B 00 14 [ =

TR

00000c60h: FB 7C 10 04 38 07 00 02 AA AA 65 00 01 00 00 14&

Pverit & Veify /o2
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STEP7 Calling Conventions: FB

—

g

= CALL to FB includes elaborate L
setup code to initialize the DI _

= The code to the right is emitted g';ﬁ
for TAR2
CALL FB1, DBl CLR

varl := FALSE =
var2 := 2 // byte -

= When you encounter a large
block of emitted byte code, it’s LAR2
safest to assume macro 3LD
operations L

DW#16#1AAAAD
+3
L 18h.0

DI1
LD14h

DIX 0.0
B#16#2
DIB1

P# 0.0
FB1
LD14h

+4
DW#16#2AAAAQ

¢/

-
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STEP7 Calling Conventions:

B FC/SFC

» CALL to FCs uses completely
different argument setup code

* The code to the right is emitted for
CALL SFC1 // get sys time
Retval := Temp#20
Time := Temp#22
* Here, the compliler generates a
temporary local pointer that Is

passed as the SFC

* This pointer will never be visible In
the development environment

vaw&rd?'ﬁ%%é;

—_—
S S

+8

DW#16#1AAAAQ
+7

L 1Eh.O
W#16#0
LW1Fh

P# 16h.0
LD21h

SFC1
lToc_C60

P# L 14h.0
P# L 1Fh.O

DW#16#2AAAAD

=
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Advanced Addressing Modes

e

» Addressing modes are often not very well
documented

»= Searching the Internet for examples of advanced use of

the programming language(s) helps understanding more
complicated implementation patterns

= | finally understood the advanced addressing modes after
discovering university lecture notes a student of electrical
engineering took in class

» STEP7 MCY7 supports indirect addressing
* Local indirect addressing, e.g. [LW10]

= Global indirect addressing, e.g. [AR1, #P0.0] ( /\/




Recurity Labs

L.

4 i

\[ﬂ] Functions windaw [=][E=]
Function name Segment Ste
‘L?‘_I] 3 SB_DT_TM ROM O000EFC
‘E] ¢ SB_DT_DT RO 00007E:
\Lf_n s EO_DT RO Qooo7CE
‘E_ﬂ s DT_DATE ROM 000070
‘L?‘_I] Ma_ME ROM 00007F:
‘E] CALC RO 000080:
ﬁﬂDDNE RO 0000aF:
‘E_l]INIT ROM (00008FE
‘L?_I] 10_5T RO 0oo097F
‘E] ROD_ST RO 0000402
\E_I]DUMP_DT RO NO00BOE
‘L?‘_I]MDD_NM ROM 0o0oBDLC
‘L?_I] AN RO DO0OBFF
\Lf_n GET_ST RO 0o0ocz:
‘E_ﬂ ROD_PH ROM 0o00C3:
‘L?‘_I] AFL_OP ROM 0o00C4(
‘@].&VEHGE RO 0o00cDL
HﬂPHM_DT RO 00000 2
‘E_ﬂ IS_0OF ROM 000005t
1ﬂURﬁTHNG ROM 00000
‘E] LGC_aP RO (0000E 0
\L?_n Sal_MOVE RO 000 0c:
‘[?_I]F!ND_DF' ROM 0001141
1ﬂSB_DT_NM RO oo 7
‘E] CO_DAT RO 0o0113;
HﬂHDD_NM RO 000114
1ﬂNH_DT ROM ooomioL
‘LF_I]AD_DF' RO nooiEr
ﬁﬂTMH_DB RO o001 28
‘E_ﬂ RD_SK. ROM 0007 2E2

tmg It All Together

|@I (2 DAviews (53

' ) Database notepad I' Bl . Hes Wiew-d I' 3 '& Structures |' £4 |En Erwms |' 3 '% Imparts I' 3 'é!h E xports |

=]

ROM:C230
ROM:C238
ROM:C230
ROM:C234
ROM:C238
ROM:C23C
ROM:C23E
ROM:C240
ROM:C24%4
ROM:C244
ROM:C24h
ROM:C24%4
ROM:C248
ROM:C24C
ROM:C24E
ROM:C252
ROM:C254
ROM:C256
ROM:C25C
ROM:C25E
ROM:C264
ROM:C266
ROM:C268
ROM:C26C
ROM:C270
ROM:C272
ROM:C276
ROM:C27A
ROM:C27C
ROM:C27E
ROM:C282
ROM:C286
ROM:C288
ROM:C28C
ROM:C298
ROM:C29%4
ROM:C298
ROM:C298
ROM:C29A
ROM:C29A
ROM:C29A
ROM:C29A
ROM:C29E

]
0000C23C

GET_ST: 7/ CODE XREF: AFL_OP+15ELp

FB 78 1F 7F OPN DB1F7Fh

FB 79 1F 7D OPN DI1F7Dh

FB €3 00 02 L variD2

29 83 SLD +3

FE 8C LARZ

30 03 00 A4 L wi6#0aLh
loc_C244: /7 CODE XREF: BET_ST+64}j

77 BET_ST+881j ...

7E 66 08 02 T Lu2

BE 5B 08 08 L DID [AR2, P 6.0]

74 17 RRD +17h

FF 28 00 38 JP loc_GZBE

64 17 RLD +17h

68 2E PUSH

68 36 00 0B 0O 07 AD DUH1GHT?

70 82 TAK

68 36 B8 07 FF F8 AD DYH1GH7FFF8h

FE B4 LARY

70 02 TAK

58 00 08 01 + +1

BE 41 08 08 L DBB [AR1, P 6.0]

68 27 RRD

FF C8 08 14 JHZ loc_c29A

FB C3 08 04 L var#Ds

FE B4 LARY

68 1D SET

FB 22 08 08 = [AR1, P# 0.8]

FE 82 08 81 +AR1 P# 40B6h_1

FE 05 TAR1

FB C7 08 04 T varsDs

FE 6A 08 28 +ARZ P# L0B4h .0

7E 62 B0 02 L Luz

70 08 FF D8 LOOP loc_G24%
-

65 B0 BE
e
loc_C29A: /7 CODE XREF: BET_ST+u2Tj

FB C3 00 04 L varDs

FE B4 LAR1

1

0000C23C: GET_ST+C

AN =

-~
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et

= TWO

zimilarity
1.00
1.00
1.00
1.00
1.00
1.00
1.00
1.00
1.00
1.00
1.00
1.00

The Target PLC

m AES7-31K-2

52 | 2] DA View-h Matched Functions

ca...

0.93
0.99
0.93
.99
0.93
0.93
0.99
0.93
0.99
0.93
0.93
0.99

* Needed by the backdoor in DP_SEND/DP_RECV

Ed prirnany

OO0000EAQ
00003852
OO0O03FER
OODDZEA,
OO0DZC0A
00001A8C
OO0 Fa0
00002234
OO0 784,
OO000C3E
O0003FTE
OO00zaE18

narme prirmary

sub_EAD 14
sub_3852_23
sub_3FEE_25
sub 2884 21
sub_2CDA_22
sub_1ABC_16
sub_1FR0_18
sub_Z2284 19
sub_1784_ 15
sub_D96 13
sub_3F1E_24
sub_Z818_20

&4 | Statistics

~t)r/pes of S7 CPUs:

Ed zecondary

00007430
0o0030DEZ
00004576
OO00ZE 34,
OO0032E
0o00z201C
DO00Z4ED
00002814
OO0 LA,
00001 326
0000444E
OO00Z0AE

=% | Prmary Unmatched

hame secondary

sub_1430_27
sub_3DEZ 36
sub_ 457538
sub_2E 34 34
sub_ 3264 35
sub_201C_29
sub_24E0 31
sub 2814 32
sub_1D14_28
sub_ 132626
sub A48 37
sub_2DA3 33

=2 | Secondary Unmatched || 22 | (4] Hex View-d || E2

algarithm

b D index matching [flowgraph MO index, top down)
hazh matching
hazh matching
hazh matching
MO index matching [flowgraph MD indesx, top down)
hazh matching
MO index matching [flowgraph MD index, top down)
MO index matching [flowgraph MD indesx, top down)
hazh matching
hazh matching
hazh matching
hash matching
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The STUXNET State Machine

B PR 77 T e e e R S

* |t was quickly apparent that STUXNET uses an internal state
machine
* The widely published OXDEADFO007 magic value is actually only
returned in state 3 and 4
= The states are now known as:

= 1: Record frames via DP_RECV and monitor values of the VFD, until
enough events are recorded

2: Wait 2 hours

3/4: Send bursts of Profibus frames to the VFDs, instructing them to
change their frequency (and hereby the motor speed)

= Disable OB1 and OB35 while doing so
5: Reset internal values and reinitialize internal data structures

O: Error handler
@,
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ADD_AC: // CODE XREF: S7_LV+940p

OPN DB888

L DBW10Oh // word 888.16

L W#16#3 // word 3

<I // ACCU2 i1s less than ACCUl
// 3 > 888.16

JC loc_2840 // jump if RLO=1 (Dw888.16 < 3)
// (do not jump if Dw888.16 is 3 or more)

TAK // exchange ACCUl and ACCU2

L W#1o#4 // ACCUl = 4

>I // ACCU2 1s greater than ACCUl
// 4 < 888.16

JC loc_2840 // jump if RLO=1 (Dw888.16 > 4 )

// (do not jump if DwW888.16 is 4 or less)
L DW#16#0DEADFQ0O07h

PUSH // copy ACCUl into ACCU2
BE
Toc_2840: // CODE XREF: ADD_AC+EDj
// ADD_AC+1A0j
L DW#16#0
PUSH // copy ACCUl into ACCU2
BE
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The Code Does No Hiding

e

P LSty 866,
= STEP7 engineers frequently use a simple trick to hide code
= The BLD instruction is used as a marker around blocks of code

* The instruction has no effect on the PLC, but is interpreted by the
Siemens editors. Known combinations are:
= BLD 1/ 2 (FC with parameters)
= BLD 3/ 4 (FB with parameters)
= BLD7/8
= BLD 14 /15 (FC without parameters)

BLD 103/ 104
BLD 130/131/132/133/255

* The STUXNET code does not make use of this trick
» |t actually keeps the original BLD instructions
» Wasting space and simplifying analysis using Siemens tools

= However, there are only 31 BLD instruction pairs for 152 FC
calls within Block C of STUXNET

Prverdt & Versly Qj‘i'/;
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The Code Does No

BLD +7

A "Always ON"
JC Run

UC SFC 46
Run: NOP O
. your code

// When being nasty, use this snippet

// Stops the CPU

. CC or uUC of your FC's

BLD +8

=>» Call SFC46

mE= g=-

L LwO

BLD +7

= L 14h.0

L B#16#0

T LB15h

ucC SFC1Ah

Ju loc_24

(arg) P# L 15h.0

(arg) P# L 0.0

(arg) P# L 0.0
loc_24:

BLD +8

BLD +7

= L 14h.0

L B#16#0

T LB15h

ucC SFC1Bh

Ju loc_46

(arg) P# L 15h.0

(arg) P#£ L 0.0

(arg) P#£ L 0.0
loc_46:

BLD +8

T LwO

7 b, 4 c
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The Day It Was Done

SAV_MOVB

18:54:39

RD_SK

18:55:01

GET_ST

18:55:22

NA_ME

18:55:44

» The STUXNET code contains the creation and
modification timestamps of all functions

= The library functions in Block A and B are from
2002-02-15

* The DP_SEND function is dated
1996-02-01, modified 2006-05-05

= All custom functions in Blocks A, B and C are
dated 2007-09-24, modification date equal

* The President of Iran Mahmoud Ahmadinejad speaks
at Columbia University stating that Americans should
look into "who was truly involved" in the September
11, 2001 attacks, defending his right to denial of the
Holocaust, and denying the existence of gay Iranians.
[Wikipedia]

MAIN

18:56:06

RD_PH

18:56:27

DONE

18:56:49

NR_DT

18:57:11

SB_DT_NM

18:57:13

RND_OP

18:57:15

UP_STRNG

18:57:17

IS OP

18:57:19

ROD_NM

18:57:21

CO_DAT

18:57:23

PRM_DT

18:57:25

AVERGE

18:57:26

AFL_OP

18:57:29

CALC

18:57:31

DUMP_DT

18:57:33

MOD_NM

18:57:34

RD_ST

18:57:36

I0_ST

18:57:39

LGC_OP

18:57:40

INIT

18:57:42

AD_OP

18:57:44

TMR_DB

18:57:47
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STUXNET Notes
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Much Respect for Quality and Testing

e — e

N
* Reliable exploitation requires tremendous amounts
of testing
= Windows Versions
= Windows Languages
= This holds especially true if you pile a lot of exploits
on top of each other
= And you don’t want to be noticed
* And the authors haven't actually tested the
effectiveness of the PLC process attack yet
= For which they need something “like” the target

* Would you build an expensive guided missile without
ever testing the warhead?

Prverdt & Versly Qj‘i'/;
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Likely Structure of the Kit

e

e T a
= Build environment for the assembled malware

» Exploit selection (in-house Oday vulnerabilities, non-public)
= Network propagation

= C&C functionality

» Rootkit functionality

» Payload and trigger functionality

= |tis quite possible the build kit was handed to other
parties
* | ess understanding of the overall scenario
» Access to the digital certificates

= Over-powered the delivery mechanism ( /\/
Prverdt & Versly K
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Lessons We Should Learn

N

g . . | . =
* Developing custom disassemblers is easy

= Our response and analysis process plainly sucks
» |t took ages to detect STUXNET
* |t took a non-AV researcher to notice it's more than 08/15

= Common estimates of Oday-burn-rates were
significantly too low

= |t was clear ICS infections would work
= We underestimated how easy it is
= \We underestimated how well it can be done

* |f you haven't started funding and training an
offensive development team 10 years ago, you are
lacking an entire generation of digital weaponr@
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Thank You!

-

/
~ ¢ ) Felix "FX~ Lindner
( / Head
S
fx@recurity-labs.com

Recurity Labs GmbH, Berlin, Germany
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