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Fortinet jako korporacja

e Zatozona w 2000

 Globalna obecnosc¢: 30+ biur na
catym Swiecie

e 5,000+ partnerow

e 75,000+ klientow (w tym
wiekszos¢ z listy Fortune Global
100)

* 1,150+ pracownikow
e |[PO Listopad 2009 - FTNT

» Sprzedaz 2008 ~$212MM (36%
wzrost rok do roku)

Fortinet Revenue

FY FY FY FY FY FY
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Zintegrowane rozwigzania

Rozwigzania Fortinet
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Fortinet jako niezawodny partner

e Lider rankingow
* IDC: Overall leader in UTM factory revenue for all of 2008
e Frost & Sullivan: 2008 Award for Market Leadership in Unified Threat Management (UTM)
e Frost & Sullivan: 2008 "Global Competitive Strategy Leadership of the Year"
e SC Magazine: 2008 Readers' Trust Award for "Best Integrated Security Solution".

o Certyfikaty bezpieczenstwa
* Five ICSA certifications (Firewall, AV, IPS, IPSec VPN, VPN, Anti-Spam)
 Government Certifications (FIPS-2, Common Criteria EAL4+)
¢ |SO 9001 certification
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Portfolio ﬂ

UTM Security Management Data Security

.~ FortiGate

Network Security
Platform

AR\

i S ————

Security Services  Host Security  Application Security




Architektura sieci FortiGuard

Ustugi wsparcia typu Hosted:
« Zarzadzania:
» Konfiguracji

* Logowanie i raportowanie

FortiGuard
Analysis &

o S\ 7
FortiGate /. iGate
FoftiGate
) FortiGate

Customer FortiGate Infrastructure

* Analizy

(I3 FDS UNITED KINGDOM
CEGT FOS CANADA G fos CANADA e FDS UNITED KINGDOM

FDS FRANCE CEm=m

FOS UNITED STATES =3
FOS CHINA (IS ST FOS JAPAN
FOS TAIWAN Q5

FDS MALAYSIA o

FortiGuard Distribution

Network
Secure SSL tunnels
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FortiGate

* Zintegrowana platforma
bezpieczenstwa

e Detekcja zagrozen sieciowych

e Skanowanie na poziomie aplikacji
 Akcelerowana wydajnosc

o Ukfady ASIC
* Platformy dla wielu segmentow

e Brak licencji dla uzytkownikow

e Dobor modelu 7~!a?nia nd wvdainndci

ANTIVIRUS WIRELESS DATABASE

FIREWALL ANTISPAM

FORTIOS

FORTIASIC

IPS ROUTING

WAN APPLICATION WEB

— o OPTIMIZATION CONTROL  FILTERING
———— .
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Transformacja w kierunku [Pv6

 Wyczerpujaca sie pula wolnych publicznych adresow |Pv4
e Organizacje rzadowe na Swiecie juz wdrazajq IPv6

» Nowe wersje Windows preferujg IPv6 nad IPv4
* Ustugi dostarczane z Windows 2008 wspierajg IPv6

e Infrastruktura sieciowa musi by¢ gotowa na wdrozenie nowego
protokotu.
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IPv6 w platformach UTM FortiGate

Transformacja sieci do IPv6 dzieki zastosowaniu podwojnego stosu IPv6/
IPv4 oraz tunelowania ,IPv6 over |IPv4”.

* Dostep administracyjny po IPv6.
* Routing statyczny i dynamiczny RIP, BGP oraz OSPF w sieciach IPv6.

*  Wspotpraca z serwerami DNS IPv6.

« Tworzenia tuneli IPSec w sieciach IPv6.

B EFoATIEAaTE.

* Funkcjonalnosc firewalla (tryb routera i transparentny) w srodowisku IPv6.

«  UTM (Unified Threat Management) IPv6 na poziomie antywirusa, systemu
IPS (Intrusion Prevention System) oraz filtrowania stron WWW

« Wirtualizacja
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Wspotistnienie IPv4 i IPv6 ﬂ |

Konfigurujemy adresacje (adresy prywatne/lokalne do celéw testowych),
DNS, dostep administracyjny

172.16.12.0/24 172.16.23.0/24

FC00::12:0/112 00::23:0/112

©10.1.1.0/24




Dostep administracyjny oraz DNS IPv6
— =

R —— hittp:/ic00::9:1] —
@ P C & (O http:mrcoo::::uD/ ==
(8] Czesto odwiedzane | ] Pierwsze kroki (5] Aktualnosci A@]ﬁ,@gy I:D)IN]g I]Ipv 4 ﬁ I]IPV@

| ] FortiGate - FWF60B +

D0 - O x
FortiWiFi 60B UFGOB Cglobal> # she - -

&3 System Information e

= @ Dashboard Serial Number FWF60B3903630093 608 0 [
608 0 H
Statu Uptime 0 dayi{s) 1 hour(s) 54 rr 60B 0 H
AR >
: dib Usage System Time Mon Feb 15 10:31:18 21 e OB o +
- - HA Status Standalone [Confiqure 60B 0 i
-] VDOM g 60B 0 1
R Host Name FWF60B [Change 668 0 :
558 Network . . . 608 0 i 2
- i Firmware VYersion v4.0,build0257,100212
#=-1] wWireless [Update]
#zmy Config System Configuration Last Backup: N/A
&G Admin [Backup] [R
&-E3) Certificates Virtual Domain Enabled [Disable < >
ini vetails reboo < W
@ @ Maintenance Current Administrators S E-,.;[I, _:::_ Reboot @ Shutdown
Current User admin [Change Password

- - O Alert Message Console
*SLicense Information —
2010-02-15 08:37:19 System restart
Support Contract
RerETReR Registerad (LoginlID: 7l & Log and Archive Statistics(Since 2010-02-15 08:38:18)
@

rdabrowski@fortinet.com) [ Login Now ] DLP Archive -- Average 0 B per day since last reset

Hardware 8 x 5 support (Expires: 2010-09-21) HTTP 0 URLs visited [Details]
Firmware 8 x 5 support (Expires: 2010-09-21) (] HTTPS 0 URLs visited [Details]
—— - Enhanced Support 24 x 7 support (Expires: 2010-09-21) @ Email 0 emails sent [Details]
og&Repo ) E .
= Comprehensive Support 24 x 7 support {(Expires: 2010-09-21) v() 0 emails received
Current YDOM | Global v | 4 Add Content =
Przesytanie danych z FcOD::1:1 ...
= [ & polecenia & elne 00 < otal Co ander 6 0 ate 60B = 1
< >
o dire u) 0 a a e, pre ° @J are
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Sie€ IPv4 i IPv6 — podwojny stos protokotow

) FortiGate - FWF60B - Mozilla Firefox

File Edit View History Bookmarks Tools

Help

EEX

| http:j1192.168.12.2findex & .: :.,".

O -c

(8] Most visited ﬂ Customize Links C] Free Hotmail ‘j Windows Marketplace |j Windows Media ‘j Windows

Ly

| '] FortiGate - FWF60B

¥ 192.168.12.2:23 - Tera Term VT

FortiWiFi 60B

File Edit Setup Control Window Resize Help
— FUF6BB (IPv6) # exe ping 1A8.1.1.2 ~
PING 168.1.1.2 (18.1.1.2>: 56 data bytes 3
64 hytes from 10.1.1.2: icmp_seq=0 tt1l=128
) i 3 gytes grom 12.1.1.%: :i.cmp_seq=% tti=i§g
6 t A.1.1.2: i =2 ttl=
=-@© Dashboard Mame dmz (00:09:0F:29:90:65) 6d hytes from 10.1.1.2: iomp seq-3 tt1-128 ti .
Status alias b4 hytes from 10.1.1.2: icmp_seq=4 tt1l=128 time=0.6 ms
il usage i —— 10.1.1.2 ping statistics ———
. s Link Status Mm"Mﬂ Pv6 5 packets transmitted. 5 packets received, Bz packet loss
®-f] VvDOM \irtual Domai ound—-trip min/avg/max = 8.6/2.4/9.2 ms
-
= ) Netwaork mMmm m@]@h FUFGBB CIPu6> # exe pingé £cO@::1:2
@ i PING fcB@::1:2<{fc :2> 56 data hytes
o . Addressing mode 64 hytes from fcO 1:2: icmp_seq=1 ttl1l=128 time=18.1 ms
85 Options 64 hytes from fcB 1:2: icmp_seq=2 ttl=128 time=1.22 ms
&8 wirel 1 @manual  OpHcp  OppPP 64 bytes from fc 1:2: icmp_seq=3 tt1=128 time=7.82 ms
Ireless 1 64 hytes from fc 1:2: icmp_seq=4 tt1=128 time=0.546 ns
- , 1P/Netmask: [10.1.1.1/255.255.255.0 | = 5.3 = - o
® Config 1 : 121 1299203, 64 bytes from fcO 1:2: icmp_seq=5 tt1=128 time=0.687 ms
@-IG Admin IPv6 Address: [chD::l:l,-‘llZ —— fcBP::1:2 ping statistics ———
i 5 packets transmitted, 5 received, Bx packet loss, time 4842ms
@[] Certificates rtt min/avg/max/mdev = 8.546/5.530/18.175/6.768 ns
@ & Maintenance [J Enable one-arm sniffer FUF6@B CIPu6> # N
[J Enable Explicit Web Proxy
[ Enable DDNS
[ override Default MTU value |:] (bytes)
[J Enable DNS Query [[Flease Select] v|
v
Administrative Access Ontres Meing CHTTPR —
Ossy Osnmp CITELNET
IPv6 Administrative Access Ontres Meing CHTTP
Log&Report Osst Osnmp CITELNET
Current ¥DOM | Global v 2
Done
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Routing IPv6, Firewall + UTM ﬂ |

Konfigurujemy routing statyczny i dynamiczny (RIP, OSPF lub BGP)

FC00::12:0/112

Konfigurujemy reguty Firewall i ochrone UTM




Routing IPv6, Firewall + UTM

2) FortiGate - FWF60B - Mozilla Firefox
File Edit

W 192.168.12.2:23 - Tera Term ¥T
File Edit Setup Control

View History Bookmarks Tools

Window Resize Help

Help
@ ~ C 0 G UL hepin192.168.12.20index WE6BB CIPu6)> #
WF6BB (IPu6> #

(8] Most visited |_1] Customize Links |j Free Hotmail \_-L] Windows Marketplace |j Windows Media [:] ‘Windows WF6BB (IPu6) #

r— WF6BB (IPub)> #

| - ‘ WF6BB (IPu6)> ## get router infob routing-ta
IPvu6 Routing Table

odes: K — kernel route, C — connected, § — s
I - IS-IS, B — BGP

imers: Uptime

::1/128 via :=:, IPv6, B1:36:37
fcB08::1:0/112 via ::, dmz, 01:09:12

| ] FortiGate - FWF60B

Routing OSPF

FortiWiFi 60B

Reguia

fcPP::2:1,128 [1108/18]1 via £fe8@::c20B:9£f:£e90:0, wan2, BB:12:12
— £c@0::3:1/128 [118/20] via fe80::c208:9ff:fe90:0, wan2, 09:12:12
KA fc@@::12:0/112 via ::, wan2, B@:36:35

fcOA::23:0/112 [110/20] via feSB::cZIB 9ff:£fe90:0, wan2, 009:12:12

Router Source Interface/Zone dmz fe80::/10 via 1z, wan2, :36:3

via ::, dmz, 00:36: 34

Firewall Source Address [all

|
|
Destination Interface/Zone [wan2 |FUR6BB <IPu6)> #

=-E£] Policy
~[E] Policy Destination Address [all
& Central NAT Table Schedule [always
E @ Bos Folicy Service [Ny
Sniffer Policy .
Action | ACCEPT

IP¥6 Policy]

&) Protocol Options
2] address

[ Log allowed

® ) S
8 service Ochrena UTM b
@[3 Schedule UTHM
®-&F| Traffic Shaper Protocol Options "‘Q
=& virtual 1P Enable Antivirus [test_av vl
() Load Balance
Enable IPS [test_IPS v
Enable Web Filter [test_URL_filter vl
uT™M
[ enable Email Filter [[Please Select] |
VPN = )
Enable DLP Sensor [[Please Select] |
User
[ enable application Control [[Please Select] ]
Endpoint
O Enable voIP [[Please Select] |
Log&Report
[ Traffic Shaping |
Current ¥DOM (IPv6 v 7
o Do abicn Tenffin ol onine [0 — 1
Done
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Transparentny Firewall + UTM IPv6 ﬂ

Konfigurujemy sieé¢

00::23:0/112

R3
v LAN

FCO00:: 0/112

FC00::12:0/112

R

FG 2

transparentn

Fcoo::k

Konfigurujemy reguly Firewall i ochrone UTM




Tunelowanie IPv6 w [Pv4 ﬂ |

Konfigurujemy tunel pomiedzy R1 (FortiGate) i R3

172.16.12.0/24 172.16.23.0/24

y 00::1:0/112

Konfigurujemy routing, firewall i UTM




Tunelowanie IPv6 w IPv4

% COM1:9600baud - Tera Term VT

File Edit Setup Control Window Resize Help

FWF60B

=
o]
=]
=
=~}
H OEE 2RSSR

FUF60OB # get router infob routing—table
IPu6 Routing Table
odes: K — kernel route, C — connected, 8 — static, R — RIP, 0 - OSPF.
I - IS-IS, B — BGP
imers: Uptime

::1/128 via ::, root, 0B:21:38
fchAB::1:8/112 via ::, dmz, B08:16:46
S fcBB::3:0/112 [16,8]1 via :=:, t3, B0:0
fchB::13:8/112 via =:, t3, BA:13:54
fe80::,10 via ::, dmz, 008:16:46
fe80B::ac1B:cB1/128 via :=:, t3, BA:13:54

Roudng

FUF60BB # show system sit—tunnel
onfig system sit—tunnel
edit "t3; 172.16.23.3
set destination .16.23.
set interface "“wan2" immmﬂ
set ipb fcBB::13:1,/112
set source 172.16.12.1
next

|2

||
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Linia produktowa FortiGate UTM

 Wielofunkcyjny Firewall oparty na ASIC

 Wspolny OS !ﬁ'.?s ' @

 Wspolny interfejs zarzadzania
e Ustugi FortiGuard
o Antivirus, IPS, Antispam, Web content filtering

vmus BULLETIN @

wwwwrush n.com

[ SMB & Remote Office ]
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Przyktad zastosowania u operatora

Wirtualizacja
 Klienci dotgczeni poprzez wirtualne
ICHEIRY
» Brak dodatkowego CapEx i zmian

struktury

e Natychmiastowe mozliwosci nowych

przychodow

Customer A

ﬂNTlVlRus PN \

WEB
ANTISPAM FILTERING

E
’ .

< o ™

\_ J

CEFoATIEATE.

Customer B

D

ANTISPAM FIREWALL ANTIVIRUS

L %)

alowalinoscC | niezawo
Wydajnos¢ powyzej 10Gbps
Modularnosc¢
Proste licencjonowanie

Rozwigzania typu appliance
Brak OEM, wtasny development

a

- Internet '

Customer C

TR D

w
ATION WEB WAN

CONTROL FILTERING OPTIMIZATION
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