
Security	  
SUCKS!	  
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Is	  Your	  Security	  Team	  
Smarter	  Than	  the	  Bad	  
Guys?…	  probably	  not…	  



Risk Management 
Sucks 



Who Really Pwns You? 



CIOski	  for	  a	  day….	  
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There	  ARE	  specific	  
targets…	  
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CIO	  –	  Info	  Week	  

CISO	  -‐	  CSI	  

The	  Security	  Suck-‐i-‐ness	  Factor	  



RISK=  
Threats x 
Assets x 
Vulnerabilities 

SUCKER!!! 



Good	  QuesGon,	  Tom!!	  Maybe	  You	  are	  
NOT	  a	  SUCKER…	  





InfoSEC	  

The	  Money	  Keeps	  Rolling…	  



Which	  of	  These	  Sucks	  Less?	  

vs.	  

Your	  Network,	  viewed	  by	  criminals	  
and	  others…	  

You	  having	  your	  act	  together	  
regarding	  advanced	  threats…	  



High	  DNS	  count	  

Mostly	  MX	  Servers	  High	  SMTP	  count	  



2300+	  email	  addresses	  

Single	  email	  subject	   Randomly	  generated	  filenames	  





Likely	  HTTP	  

Breadcrumb	  



HTTP-‐PUT	  random	  named	  PNGs?	  

Suspicious	  query	  string	  

InternaGonal	  desGnaGon	  

…	  807	  more	  of	  these	  HTTP	  Sessions….	  

Breadcrumb	  



HTTP	  Put	  

Encoded/Encrypted	  content	  

Breadcrumb	  

It	  didn’t	  suck	  
this	  Gme…	  









Which	  AV	  
Product	  Sucks	  
the	  BEST!!!	  ?	  





»  ZeuS	  
configuraFon	  
file	  download	  

»  This	  type	  of	  
problem	  
recogniFon	  can	  
be	  automated	  



•  Malware	  stealing	  files	  
of	  interest	  to	  the	  drop	  
server	  in	  Minsk	  

•  FTP	  drop	  server	  sFll	  is	  
resolving	  to	  same	  
address	  

•  Early	  on	  March	  8,	  
2010,	  server	  cleaned	  
out	  and	  account	  
disabled	  

•  username:	  mao2	  	  
password:	  [captured]	  



It’s	  good,	  when	  it’s	  
your	  candy….	  



»  Time	  graph	  of	  beaconing	  acFvity	  and	  
metadata	  showing	  comms	  to	  C&C	  
server	  –	  all	  via	  “allowed	  pathways”	  
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Data Source Description 

Firewalls, Gateways, 
etc. 

Overwhelming amounts of data with little context, but can be valuable when 
used within a SEIM and in conjunction with full packet capture and network 
forensics reviews. 

IDS and AV Sometimes the first indicator of a problem, for known exploits.  Can produce 
false positives and is signature based. 

NetFlow Network performance management and network behavioral anomaly 
detection (NBAD) tools. Indicators of changes in traffic flows within a given 
time slice. 

DLP Data leakage protection based on defined data types and security policies.  
Limited to specific protocols and contexts. 

SEIM Correlates IDS and other network and security event data and dramatically 
improves signal to noise ratio.  Is valuable to the extent that data sources 
have useful information and are properly integrated. 

Real-time Network 
Forensics 

Collects the richest network data. Provides a deeper level of advanced 
threat identification and analysis and traffic reconstruction. 

Eddie’s	  Incident	  Telemetry	  Suck-‐O-‐Meter™	  



Security	  Doesn’t	  Have	  To	  
Suck…	  

But	  If	  It	  Does,	  Make	  It	  
Count	  



•  eddie@netwitness.com	  
•  hjp://download.netwitness.com	  

•  Twijer:	  @eddieschwartz	  

•  Blog:	  	  hjp://www.networkforensics.com	  

Q&A	  
Thanks	  for	  your	  

Fme…	  


