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Android Security Model
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Android Security Model

ET O@ 2O Permbs®|l EABS O

Application isolatiorg T T OA AAEOI O AAT &
Distinct UIDs and GIDs assigned on install
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Android Security Model

Rights expressed d3ermissios & Linux groups!
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Androirl dos New Us

Activities z Screens that do something, like the dialer
Servicesz background features, like theM service
BroadcastReceilversz actionable notifications (startup!)
Content Providersz shared relational data
Instrumentations z rare, useful for testing

All secured with Android Permissiofike:
Gndroid.permission.READ _CONTACTSO o r
Gndroid.permission.BRICKO
SeeManifest.permissionand AndroidManifestsnear you
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Andr ol dos New To"

A Like hash tables, but with a little type / routing data
A Routes via an Action String and a Data URI

A Makes platform component replacement easy

A Either implicitly or explicitly routed / targeted

Intent { action=android.intent.action.MAIN
categories=é&ndroid.intent.category. LAUNCHER
flags=0x10200000
comp=fau.com.philau.com.phil.Intrg }




Andr oir dos Att ack

A lsolated applicationss like having multuser system
A Single Ul / Devicd Secure sharing of Ul & 10

A Principal maps to code, not user (like browsers)

A Appeals to user for all security decisions i.e. Dialer
A Phishing style attack risks.

A Linux, not Java, sandbox. Native code not a barrier.

A Any java app can exec a shell, load JNI libraries, wrr
and exec programg without finding a bug.



Andr oir dos Att ack

A System Serviceg Not a subclass of Service
AOOEOEI ACAA gerviedmardaged A OE O
A Some written in Java, run in theystem_server
A SystemManager.listServicgpsandgetServicg)
A EXxposed to all, secured at the Binder interfaces

44 onaAn n al Gupcakel.5r3 T-Mobile G1: activity, activity.broadcasts,
activity.providers, activity.senders, activity.services, alarm, appwidget, audio,
battery, batteryinfo, bluetooth, bluetooth _a2dp, checkin, clipboard,
connectivity, content, cpuinfo, devicestoragemonitor, hardware,
input_method, iphonesubinfo, isms, location, media.audio_flinger,
media.camera, media.player, meminfo, mount, netstat, notification, package,
permission, phone, power, search, sensor, simphonebook, statusbar,
SurfaceFlinger, telephony.registry, usagestats, wallpaper, wifi, window
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System Service Attack Surface

Some are trivialClipboard.aidk ClipboardService
| O OAIl E péiderdkicgh 6 OI
. CharSequencegetClipboardTex(),

. setClipboardTextCharSequenceext);
. booleanhasClipboardTex);

public CharSequence gEIEIipbnErdTEIt-:y {
synchronized cni=

return mClipboard;



System Service Attack Surface

Some system services are complex, even with source:
SurfaceFlingeNative Code (C++)
no AIDL defining it or simple Stubs to call it with.

WindowManagerServicgerformEnableScree()

IBinder surfaceFlinger = ServiceManager.getService ("SurfaceFlinger"):;
if (surfaceFlinger != null) {
[/ Log.i(TAG, "****=*= TELLING SURFACE FLINGER WE ARE BOOTED! ");
Parcel data = Parcel.obtain():

data.writeInterfaceToken ("android.ui.ISurfaceComposer"™) ;
surfaceFlinger.transact (IBinder.FIRST CALL TRANSACTION,
data, null, 0);:



Androir dos New Ke

A Binder- /dev/binder
A AIDL: Object Oriented, Fast IPC, C/ C++ / Java

A Atomic IPCz ids parties, moves Data, FDs &
Binders

A Similar to UNIX domain sockets

A Ashmemz Anonymous shared memory

A Shared memory that can be reclaimed (purged)
by the system under low memory conditions.

A Java supportandroid.os.MemoryFile



New Android Toys

18 Android devices by 8 or 9 manufacturers in 20097

Images from High End Mobile Graphix blog.
http://highendmobilegrafix.blogspot.com/
Bottom right image from Gizmodo
http://www.gizmodo.com



http://highendmobilegrafix.blogspot.com/
http://www.gizmodo.com/

Understanding New Devices

. What software is installed on my new phone?
. Anything new, cool, or dangerous added by the

. Wi

manufacturer or new features for my apps to use?

How will updates work? Do they have something for
deleting that copyof 1984(*) from my library.

Isthe boot loader friendly?
|| have root?®What aboutsomeone else?

. Which apps are system and which are data.

* Even if Amazoror AhmadinejadE T OAT A 01T OPAAOA Ul 6bh EO



Exploratory Tools

Logcati O $$-3 1T O OEA O2%! $
. Android SystemProperties property _service
Linux
. [proc
. /sys (global device tree)
. [/sys/clasdeddIcd-backlight/brightness
. dmesqi.e. calls tesyslog/ klogctl
. syscalinterface
File systeno+ror groups we can join
. APKs In /system/app



Exploratory Tools

. /data/system/packages.xmi

Detalls of everything installed, who shares
signatures, definitions of UIDs, and the location o
the install APKs for you to pull off and examine.

. [/proc/binderz the binder transaction log, state, and
stats

. [/proc/binder/proc/

File for each process using binder, and details of
every binder in use readbinder.c

. /dev/socketz like zygote andoroperty service
. [/system/etc/permissions/platform.xmi



Exploratory Tools

DUMP permissiog adbshell or granted

ublic woid dl..lm I FileDegcriptor [d, String[] arga) throws BEemoteException;
E E £d, o =] E

dumpsysz dumps every system service
ServiceManager.listServicés

%@ A1 Bl Aactiviipdrovide® A OI (g
Providerandroid.server.checkén

package=andr oi dudglopOb ces s =systen

clients=ProcessRecofd344fad0
1281:com.android.vending/1002%3}rocessRecofd33fd800
30419:.com.google.process.gapps/10011},
ProcessRecofd3176210 100:com.android.phone/1001},
ProcessRecofd3474c68 31952:com.android.calendar/10006},
ProcessRecofd33e2398 30430:android.process.acore/10008}]



Exploratory Tools

. Android Manifest ak&ndroidManifest.xml
Not only does the system have one, but every apj
Definesexported attack surface including:

. Activities, Services, Content Providers,
Broadcast Recelvers, and Instrumentations
SystemServiced those privilegedsystem APIs
Primarily what my tools use
Package ManagetODAAEACAOG OA(

. Activity Manager7 OAAOEOE QU
Some nonservices like Settings



Looki ng at nSecr

android.provider.Telephonyprivate @hide code)
caught my eye with this:

ll."=|'==|-=
* Broadcast Action: A "secret code” has been entered in the dialer. Secret codes are

* of the form *#*#<code=2*#£%*, The intent will have the data URI:</p=
e

* «zp>=<=code=android_secret_code:// &lt;codedgt; </ code=</p=
*/
public static finzal String SECRET CODE ACTION =
"android.provider Telephony SECEET CODE™;

Grepalso noticed SECRET _CODE_ACTION in:
/packages/apps/ContactsSpecialCharSequenceMgr.java
/packages/app/oiceDialer- VoiceDialerReceliver.java

IGEC
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Looki ng at nSecr

SpecialCharSequenceMgr.java (From contacts)

ll."=|-==|'=
* Handles secret codes to launch arbitrary activities in the form of ¥*#2*#<code=2*2*,
* If a =ecret code i= encountered an Intent 15 started with the android_secret_code:// <code=
* URI.
E
* @param context the context to use
* @param input the text to check for a secret code in
* @return true If a secret code was encountered
*f
atatic boolean hﬂ“dl&ﬁ&ﬂf&tﬂﬂ'dﬂ{ﬂ:ntext context, String input) |
!/ Secret codes are in the form *2¥z<code=2%2*
int len = input.lengthi);
if {len > B && input_startasWith("*§*§"™) &2& input_endaWith("§*&*")) |
Intent intent = new Intent (Intents.SECRET CODE ACTION,
Uri.parse ("android secret code://™ + input.substring(4, len - 41));
context . sendBroadecast (intent) ;
return true;

1

return false;

iGEC
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Looki ng at nSecr

61 E A A $uSefof Skcped Codestart at the Manifest:

<recelver android:name="VoliceDlialerReceiver">

<!-- Voice Dialer Logging Enabled, *#*#VDL1#*#* -—->
<intent-filter>
<action android:name="android.provider.Telephony.SECRET CODE" />
<data android:scheme="android secret code" android:host="8351" />
</intent-filter:>
<!-- Voice Dialer Logging Disabled, *#*#VDLO#*#* —->
<intent-filter:>
<actlion androidi:name="android.provider.Telephony.SECRET CODE" />
<data android:scheme="android secret code" android:host="8350" />
</intent-filter:>
</recelver>



Exploring Droids

Tracking down a Secret Code with Manifest Explorer
%Dl I OEIT C xEAOG6O0 AOAEI AAI A
Exploring with Intent Sniffing

Quick look at IntenfFuzzing

x EQE

0)




Manifests and Manifest Explorer

. Applications and System code hasdroidManifest
Defines permissions, and their use for the system
Defines attack surface

. Critical starting point for understanding security

. Stored in compressed XML (mob#e small) in apk



Manifests and Manifest Explorer

] Al @ 6:asam [ Al @ 6:asam [ 5 Ml € 6:49 AM

/sdcard/com.android.

com.android.providers.telephony (=) Save in File browser.txt

d.pnon g'"=

com.android.soundrecorder

sion.BROADCAST_STI

.CALL_PHONE"=

com.isecpartners.android.broadca '\;/,' u

.CALL_PRIVILEGED"=>

com.android.providers.drm
sion.WRITE_SETTIN

com.android.mms




Manifests and Manifest Explorer
30A00 1 & " Ol codn@diddrowsyi E AEA

<l--

,-'"I*
ol
x %k
* &
ol
x %
El
ol
x %
x %
ol
x %
x %
ol
ol

*/

//device/apps/Browser/AndroidManifest.xml
Copyright 2006, The Android Open Source Project

Licensed under the Apache License, Version 2.0 (the "License");
you may not use this file except in compliance with the License.
You may obtain a copy of the License at

http://www.apache.org/licenses/LICENSE-2.0

Unless required by applicable law or agreed to in writing, software
distributed under the License 1s distributed on an "AS IS" BASIS,
WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
See the License for the specific language governing permissions and
limitations under the License.

——>

<manifest xmlns:android="http://schemas.android.com/apk/res/android"
package="com.android.browser">

<uses-permission
android:name="com.google.androlid.googleapps.permission.GOOGLE AUTH" />
<uses-permission
android:name="androlid.permission.ACCESS COARSE LOCATION"/>



Manifests and Manifest Explorer

Manifest Explorer on Browseom.android.browser

Manifest Explorer

com.android.browser U '



Manifests and Manifest Explorer
O#1 1 OA AyFéavedd O 1A Oddbig.thndbile.myfaves

BeOREE B A @ 12:03Am

Manifest Explorer

com.tmobile.myfaves O

mission.READ_CONTACTS"=

mission. WRITE_CONTACTS">

mission.SEND_SMS">

mission. RECEIVE_SMS">

mission.READ_SMS">

BOERE B D@ 12:06 Av

Manifest Explorer

com.tmobile.myfaves O

d.permission.READ_COR

mission="android.permission.WRITE_CON



Wh at does t hi s n

Got some weird WAPPUSH SMS / PDU
Selective logcat for ~ six seconds around entering the code:

- 03.792: INFO/MyFaves(26963): starting service with intent: Intent {

. comp={com.tmobile.myfaves/com.tmobile.myfaves.MyFavesService}
Wappush Ripped Wappush

(has extras) }

03.802: INFO/MyFaves(26963): handleMessage(4)
T 04.372: INFO/MyFaves(26963): sending msg:
D""_-"i I 16358279015013420001000000000000000000000000000000000000
jul 19, 2009 3:51:07 PM 000000000000000000000000 to 453
06.732: INFO/MyFaves(26963):
SMSStatusReceiver.onReceive(extras: Bundle[{id=100}]; resultCode: -
1); action: sent
06.762: INFO/MyFaves(26963): starting service with intent: Intent {
comp={com.tmobile.myfaves/com.tmobile.myfaves.MyFavesService}
(has extras) }
06.762: INFO/MyFaves(26963): handleMessage(0)
06.832: INFO/ActivityManager(54): Stopping service:
com.tmobile.myfaves/.MyFavesService
09.122: INFO/MyFaves(26963): queuelnboundSMSMesssage: 05
BXML version 09.152: INFO/MyFaves(26963): starting service with intent: Intent {
comp={com.tmobile.myfaves/com.tmobile.myfaves.MyFavesService}
(has extras) }

i S E c 09.162: INFO/MyFaves(26963): handleMessage(6)
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Forc )

g Package Play

Shows you installed packages:
Easy way to start exported Activities
Shows defined and used permissions

Shows activities, services, receivers, providers
and instrumentation, their export and permissior
status

3xEOAEAO O -ATEZEAOO
applications view of the application.



-
=i Package Play



