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Summary

Network appliances

Commonflawsin SOHO http servers/ web
management software

Live presentationςAsmax& Linksys

GoAheadhttp serverissuesςlive presentation

²ƘŀǘΩǎnext?
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Network appliances

Standard software

Linux/*BSD

Bunch of OpenSourceSoftware

Web basedadministrationςƛǘΩǎso sexy! 
(is it?)

Hardware 

ȄусΣ !waΣ aLt{Σ Χ
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Network appliances

Howto build a customnetworkappliance?

Downloadlinux/*BSD

Get somehardware 

InstallfunctionallystrippedOS on the hardware

Multiplicate, market & sell

;-)
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Network appliances

Why? A LOT of functionalityisalready:
Developed

Tested

Supported

Free

(in)Secure

Web basedadministrationςƛǘΩǎso sexy! 
(is it?)
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Network appliances

ASA 8.0 (AdaptiveSecurity Appliance- Cisco)

PixOS 8.0 uses[ƛƴǳȄΧŀƴŘa lot of OpenSource

Fulllist of OS licenses: 
http://www.cisco.com/en/US/docs/security/asa/a
sa80/license/opensrce.html

x86 architecture

Web basedadministration;-)
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Network appliancesςtoday.

Open Source Software Licenses for ASA and PIX Security 
Appliances, 8.0

Apache License
ArtisticLicense
ASN1C, v.0.9.18 License
BSD 1.0 License
BSD GettextLicense
CurlLicense
CYRUS SASL 2.1.21 License
expatLicense
FreeBSD6.0-Release
Genhash(ipcad, v. 3.6.6) License
GNU FreeDocumentationLicense
TheGNU General Public License(GPL)
GNU LESSER GENERAL PUBLIC LICENSE
HSQLDB License
iconv2.0 License
ICU Licens
J2RE Standard EditionLicense
libjsMozillaLicense
libteclaLicense
libxml2 License
Linux 2.6 License
Linux-PAMLicense
LZMA SDK License
LUA License
Χ
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Network appliancesςǿƘŀǘΩǎnew?

It canall be attackedςusingknownmethods

Example

AnalyzingComplexSystems TheBlackBerryCase

AttackingBlackberryEnterpriseServer (via old, 
buggy OpenSourcelibraries).

http://www.blackhat.com/presentations/bh-
europe-06/bh-eu-06-fx.pdf
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Moving to SOHO routers

pdpshowedsomenice techniques
http://www.gnucitizen.org/blog/router-hacking-challenge/

I focusedon web management software
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Commonflaws in SOHO http servers/ web
management software

HTTP server

Usingold, buggy http servers

Theseserversseemto be justōǳƎƎȅΧ

Bugsarepubliclyavailable(eg. in changelogs)
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Commonflaws in SOHO http servers/ web
management software

Web software 

Usingold cgi-styleprogramming

Not to revealsourcecode?

Not to installresourceintensivescriptinglanguage(like
php / python) ?

Maintenancescripts/mechanisms

Vulnerableto classicattacktechniquesbasedon 
passingmaliciousinput
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Commonflaws in SOHO http servers/ web
management software

Configurationflaws

Authentication/ Authorizationchecks

No http serverhardening

http serverrunsat root (of course)

No chrooting/ other OS hardening
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Commonflaws in SOHO http servers/ web
management software

α.ǳǎƛƴŜǎǎέ issues

Security = unnecessarycost

Baselineversionsof http server/ websoftware 
arebuggy

Vendorsaddcustombugs

Network peopleseemto misunderstand
applicationissues(and software peopleseemto 
misunderstandnetwork issuesΧύ
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Letslook at ASMAX

Model: AR 804 gu(ADSL + WiFi)

FirmwareVersion: 66.34.1 (newestavailable)

Hardware: MIPS 
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Letslook at ASMAX

Live presentation(pleasewait until I switchon the
router ;-)
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Sampleattackscenario
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Sampleattackscenario- Get the Facts;-)

Bypassfirewall rules(at leastfor incomingtraffic)

Works no matter what strongadminpasswdisset

5ƻŜǎƴΩǘneedJavaScriptto go off

Theattackseemsto originatefrom theǾƛŎǘƛƳΩǎ
workstation

Attackissomehowinitiated from the interior 
network (i.e. not heavilyfirewalled/protected)

Hardto noticeŦƻǊ ŀ αrelayέ victim
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Letslook at ASMAX

MIPS architecture(little endian)

Needa cross compiler

GCC

http://www.ifp.illinois.edu/~nakazato/tips/xgcc.html

http://cross-lfs.org/view/1.0.0/mips/index.html
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Letslook at ASMAX

http://www.routertech.org/index.php 
Build/ installyour own firmware

αFlashing custom firmwaresonto a router is not 
for novices, as the process may well "brick" the 
router.έ

αPlease take this warning very seriously. If you are 
not adept at recovering bricked routers, and if you 
are not familiar with the PC-Tool, then do not 
install this firmware!έ
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Letslook at ASMAX

Attackςrecap

Locateauth bypassin webmanagement software 
(cantry default credentialsΧύ

Locatecodeexecutionissuein webmanagement 
software

UseCSRF to attackfrom insidethe LAN

Installremoteroot shell
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Letslook at ASMAX

Otherattacksscenarios?

Yeah, but I focusedon this one J
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Letslook at ASMAX

±ŜƴŘƻǊΩǎreaction

My researchςlateΨлу

Info sendon 30.12.08

Main contactemail ςnot valid;-)

ContactedPolishdistributorςinitial resonse

No other information till now (althoughI send
someremindersΧύ
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Letslook at Linksys

Model: WAG54G2 (ADSL + WiFi)

FirmwareVersion:V1.00.10

Hardware: ARM
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Letslook at Linksys

Live presentation(pleasewait until I switchon the
router ;-)
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Letslook at Linksys

±ŜƴŘƻǊΩǎreaction

Info sendon 18.03.09

Quickresponse(within one day)

Quickconfirmationof the issue(within few days)

No fix till now (devteam isworkingon the issueΧύ
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Letslook at GoAheadhttp server

Windows platform

Commandexecution

Sourcedosclosure

DoS
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Letslook at GoAheadhttp server

Commandexecution

Oncethey haddir traversal

Theyfixedthe issue, but forgot aboutcgi
ƳƻŘǳƭŜΧ

Χ whichleadsto commandexecution
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Letslook at GoAheadhttp server

Commandexecution
cgi.c

65: if ((cgiName= gstrchr(&cgiBuf[1], '/')) == NULL) {

websError(wp, 200, T("MissingCGI name"));

return 1;

}

cgiName++;

70: if ((cp= gstrchr(cgiName, '/')) != NULL) {

*cp= '\0';

}
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Letslook at GoAheadhttp server

Sourcedisclosure
No strict extensionvalidation
Requestǘƻ ǘŜǎǘΦŀǎǇΧ҈нлΦ ҈нлΦΦ ҈нлΦ
WebServerdetectsrequestŀǎ αno-extensionέ which
defaultsto text
Requestispassedto the OS fopenόǘŜǎǘΦŀǎǇΧ҈нлΦ 
%20.. %20.)
OS stripsappendedΧǎ ŀƴŘ ҈нлǎ
OS openstest.asp
Thehttp serverserverit as txt
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Letslook at GoAheadhttp server

DoS
http://msdn.microsoft.com/en-us/library/aa365247.aspx

MS says: "Do not use the following reserved device names 
for the name of a file:CON, PRN, AUX, NUL, COM1, COM2, 
COM3, COM4, COM5, COM6, COM7, COM8, COM9, LPT1, 
LPT2, LPT3, LPT4, LPT5, LPT6, LPT7, LPT8, and LPT9. Also 
avoid these names followed immediately by an extension; 
ŦƻǊ ŜȄŀƳǇƭŜΣ b¦[ΦǘȄǘ ƛǎ ƴƻǘ ǊŜŎƻƳƳŜƴŘŜŘΦα

If MS saysso, lets try to useit ;-)
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So what?

Botnets

http://en.wikipedia.org/wiki/Psyb0t

DetectedinWŀƴǳŀǊȅ Ψлф

Botnetwith test-run in marchΨлф όDDoS-ing
DroneBL)

> 80.000 routersin the botnet

Shutdownedquicklyafter detection

Thxto Borys Bohater for pointingme out this
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So what?

Psyb0t ςwiki entry
The primary attack vector is SSH or telnet access. Using 
brute-forcing, it tries to gain access from over 6000 
usernames and 13000 passwords. 

However, 90% of infections are caused by insecure 
configuration, mostly no or default administration 
password and allowed remote administration. 

Recommended countermeasures are to change default 
access credentials to more secure onesand to update 
router/modem firmware. In case of infection suspicion, it 
is advised to perform hard reset of the router.
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So what?

SampleCSRF+auth_bypass+command_exec
attackscenarioworksagainstanyadmin
passwd

ItŘƻŜǎƴΩǘneedremotessh/telnet access

It needsa victim browsinga malicious(?) web
site
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Protection

Upgradefirmwares(who doesthat?)

Forcevendorsto publishsecurity updates(and 
to deliversecurewebƳŀƴŀƎŜƳŜƴǘΧύ

Disablewebmanagement?

Uselinks? ;-)
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Protection

Quickfixes
Proxy config in webbrowser
For a privateaddressmatch- point to nonexistentproxy
http://en.wikipedia.org/wiki/Proxy_auto-config
Auto config worksnice in corporatenetworks (assuming
that youuseŀǳǘƻ ŎƻƴŦƛƎΧύ
Thxto LievenDesmetfor pointingme the idea J
UseFoxyProxyor otherΨadvancedΩ browserproxyclient
Changethe IP
Watchout ςyoucancompletelydisablewebbasedaccess
to your internalnetwork (eg to intranet)
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²ƘŀǘΩǎnext ?

Theresearchwas / isnon-commercial

Interestedin research, not hackingthe net :-P

Experimentalweb-siteςcheckif we canown
your router

Thxto LukaszPilorzpointingme to the idea
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²ƘŀǘΩǎnext ?

Phase1 ςpreliminarytestingςASMAX, 
Linksys, Pentagram, EDIMAX, D-Link.

Phase2 ςcheckingother SOHO routers
(LiveBox?)
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²ƘŀǘΩǎnext ?

Phase3 ςcheckingsomeenterpriseclass
machines(with different accesslevels)

First try - ASA (Cisco) ςwe will haveremote/ local
accessto the appliance(thanksto ProIdea)

F5 BIG-IP? (it would be nice to find webvulnsin
the²!CΩǎmanagement console;-)
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Contactinfo?

Wanna help? (havefun? ;-)

/msg/me

michal.sajdak@gmail.com

http://securitum.pl/dh/
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Possiblyhazardousmaterial

Educationaluseonly

No cracking please
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QA?
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