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Summary

> Networkappliances

> Commonflawsin SOHO httservers web
management software

> Livepresentation¢ Asmax& Linksys
> GoAheamttp serverissues; live presentation
>2 K| 0e®ta
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Network appliances

>» Standard software
> Linux/*BSD
> Bunch ofOpenSourceSoftware

> Webbasedadministration¢ A {s@sexy!
(isit?)
> Hardware
>EycI lwaX alLt{z X
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Network appliances

> Howto build a customnetwork appliance
> Downloadliinux*BSD
> Getsomehardware
> InstallfunctionallystrippedOS orthe hardware
> Multiplicate, market &sell

> ;)
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Network appliances

> Why? A LOT dunctionalityis already
> Developed
> Tested
> Supported
> Free
> (In)Secure
> Webbasedadministration¢ A (s@sexy!
(ISit?)

CopyrightedGFXcontent



Network appliances

> ASA 8.0AdaptiveSecurityAppliance- Cisco)
> PixOS 8.(uses][ A Y dzEaXdt of BpenSource

> Fulllist of OSicenses
nttp://www.cisco.com/en/US/docs/security/asa/a
sa80/license/opensrce.html

> X86architecture
> Webbasedadministration;-)
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Network appliancesc today.

> Open Source Software Licenses for ASA and PIX Security
Appliances, 8.0

Apachelicense

ArtisticLicense

ASNL1C, v.0.9.18cense

BSD 1.Qicense
BSDGettextLicense

CurlLicense

CYRUS SASL 2.1.kEnse
expatLicense
FreeBSB.0-Release
GenhasHipcad v. 3.6.6).icense
GNUFreeDocumentationLicense
TheGNU General Publigcensg GPL)
GNU LESSER GENERAL PUBLIC LICENSE
HSQLDBicense
iconv2.0License

ICULicens

J2RE Standait@ditionLicense
libjsMozillaLicense
libteclaLicense

libxml2License

Linux 2.6.icense
LinuxPAMLicense

LZMA SDKicense

LUALicense

X

VVVVVVVVVVVVVVVVVVVVVYVVVY
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Network appliancesc ¢ K I fie@&

> It canall be attackedc¢ usingknownmethods

> Example
> AnalyzingComplexSystemsl heBlackBerryCase

> AttackingBlackberryEnterpriseServer (via old,
buggyOpenSourcdibraries.

> http://www.blackhat.com/presentations/bh
europe-06/bh-eu-06-fx.pdf

Copyrighted GFX content


http://www.blackhat.com/presentations/bh-europe-06/bh-eu-06-fx.pdf
http://www.blackhat.com/presentations/bh-europe-06/bh-eu-06-fx.pdf
http://www.blackhat.com/presentations/bh-europe-06/bh-eu-06-fx.pdf
http://www.blackhat.com/presentations/bh-europe-06/bh-eu-06-fx.pdf
http://www.blackhat.com/presentations/bh-europe-06/bh-eu-06-fx.pdf
http://www.blackhat.com/presentations/bh-europe-06/bh-eu-06-fx.pdf
http://www.blackhat.com/presentations/bh-europe-06/bh-eu-06-fx.pdf
http://www.blackhat.com/presentations/bh-europe-06/bh-eu-06-fx.pdf
http://www.blackhat.com/presentations/bh-europe-06/bh-eu-06-fx.pdf
http://www.blackhat.com/presentations/bh-europe-06/bh-eu-06-fx.pdf
http://www.blackhat.com/presentations/bh-europe-06/bh-eu-06-fx.pdf

........................ 8B A8 O & O

Movingto SOHQouters

> pdp showedsomenicetechniques
> http://'www.gnucitizen.org/blog/routerhackingchallenge/

> | focusedon web managemensoftware

CopyrightedGFXcontent 9
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Commonflaws in SOHO httservers/ web
management software

> HT TBserver

> Usingold, buggy httpservers
> Theseserversseemto bejustdo dzd 3 e X

> Bugsare publiclyavailable(eg.in changelogs

Copyrighted GFX content 10
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Commonflaws in SOHO httservers/ web
management software

> Web software
> Usingold cgtstyle programming
> Not torevealsourcecode?

> Not to installresourceintensivescriptinglanguagglike
php/ python) ?

> Maintenancescriptsimechanisms

> Vulnerableto classiattacktechniquesbasedon
passingnaliciousinput

Copyrighted GFX content 11
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Commonflaws in SOHO httservers/ web
management software

> Configuratiorflaws
> Authentication/ Authorizationchecks
> No http serverhardening
> http serverrunsat root (of coursg
> Nochrooting/ other OShardening

Copyrighted GFX content
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Commonflaws in SOHO httservers/ web
management software

>0 . dza AisSes A ¢
> Security =unnecessargost

> Baselineversionsof http server/ web software
arebuggy

> Vendorsadd custombugs

> Networkpeopleseemto misunderstand
applicationissuegandsoftwarepeopleseemto
misunderstandhetwork issueX U

Copyrighted GFX content 13



SASMAX

[ router AR 804gu |

e

> Model: AR 804u (ADSL WiF)
> FirmwareVersion 66.34.1 fewestavailablg
> Hardware: MIPS

Copyrighted GFX content
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Letslook at ASMAX

> Livepresentation(pleasewait until | switchon the
router ;-)

Copyrighted GFX content
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........................ ?‘ng{?*?

Sampleattack scenario

Remote rootshell on a
router — sample scenario
Victim browses .

2 XSS-ed page %
3

1 | PLANT
XSS

Victim’s browseri
makes a request
to the router

Router |
downloads§
S binary :
Remoteroot = U
access Att k6 _ ‘
ack remains
undetected LAN

Copyrighted GFX content
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Sampleattack scenario- Getthe Facts;-)

> Bypasdirewall rules(at leastfor incomingtraffic)
> Works nomatter what strongadminpasswds set
> 5 2 S &ngelavaScripto go off

> Theattackseemsto originatefromthe dA O A Y !
workstation

> Attackis somehowinitiated from the interior
network (i.e. not heavilyfirewalled protected)

> Hardto notice ¥ 2 N&laye victim

Copyrighted GFX content 17
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Letslook at ASMAX

> MIPSarchitecture(little endian
> Needa crosscompiler

> GCC

> http://www.ifp.illinois.edu/~nakazato/tips/xgcc.html
> http://cross-Ifs.org/view/1.0.0/mips/index.html

Copyrighted GFX content
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Letslook at ASMAX

> http://www.routertech.org/index.php
> Build/ installyour own firmware

> oFlashing custorfirmwaresonto a router is not
for novices, as the process may well "brick" the
routere

> oPlease take this warning very seriously. If you are
not adept at recoveringricked routers and if you
are not familiar with the P{ool, then do not
install this firmwaret

Copyrighted GFX content 19
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Letslook at ASMAX

> Attackc recap

> Locateauth bypasan web management software
(cantry defaultcredentials 0

> Locatecodeexecutionissuein web management
software

> UseCSRF tattackfrom insidethe LAN
> Installremote root shell

Copyrighted GFX content 20



Letslook at ASMAX

> Otherattacksscenario®
> Yeah but Ifocusedon thisoneJ

Copyrighted GFX content
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Letslook at ASMAX

> + Sy RieddiD@
> Myresearchc lateWn y
> Info sendon 30.12.08
> Main contactemailc not valid;-)
> ContactedPolishdistributor ¢ initial resonse

> Noother informationtill now (althoughl send
somereminders 0

Copyrighted GFX content 22



CISCO..

> Model: WAG54G2 (ADSMWAF)
> FirmwareVersion:vV1.00.10
> Hardware: ARM

Copyrighted GFX content
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Letslook at Linksys

> Livepresentation(pleasewait until | switchon the
router ;-)

Copyrighted GFX content
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Letslook at Linksys

> + Sy RieddiD@
> Infosendon 18.03.09
> Quickresponsgwithin one day)
> Quickconfirmationof the issue(within few day9
> Nofix till now (devteamisworkingonthe issueX 0

Copyrighted GFX content 25
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Letslook at GoAheadhttp server

> Windows platform
> Commandexecution

> Sourcedosclosure
> DoS

Copyrighted GFX content
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Letslook at GoAheadhttp server

> Commandexecution
> Oncethey haddir traversal

> Theyfixedthe issue butforgot aboutcgi
Y2 Rdzf SX

> X whichleadsto commandexecution

Copyrighted GFX content 27
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Letslook at GoAheadhttp server

> Commancdexecution

> Ccgi.c

> 65: If ((cgiName=gstrchi(&cgiBufl], '/*)) == NULL) {
> websErro(wp, 200, T(MissingCGlnamé'));

> return 1;

> }

> cgiName+;

> /0: If ((cp=gstrchi(cgiName'/")) '= NULL) {

> *cp=\0

> }

Copyrighted GFX content 28
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Letslook at GoAheadhttp server

> Sourcedisclosure
> Nostrict extensionvalidation
>Requesti 2 0Sa0DPIF ALIX2HND 272 HNC
> WebServedetectsrequestl ano-extensiorg which
defaultsto text

> Requesis passedo the OSfopend G Sa U ®I a LIX’
0620.. %20.)

> OSstripsappendedX & | YR 22 H n &
> OSopenstest.asp
> Thehttp serverserverit astxt

Copyrighted GFX content 29



Letslook at GoAheadhttp server

> DoS
> http://msdn.microsoft.com/enus/library/aa365247.aspx

> MSsays "Do not use the following reserved device names
for the name of a fileCON, PRN, AUX, NUL, COM1, COM2
COM3, COM4, COM5, COM6, COM7, COMS8, COM9, LPT
LPT2, LPT3, LPT4, LPT5, LPT6, LPT7, LPTS8, aAddaPT9
avold these names followed immediately by an extension;
FT2NJ SEIF YLX S b!' [ ®GEG A& yz

> If MSsaysso,letstry to useitt ;-)

Copyrighted GFX content 30
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SECUBITOM e
Sowhat?
> Botnhets

> http://en.wikipedia.org/wiki/PsybOt
> Detectedin WI y dzI NB WYn o

> Botnetwith test-run in marchW¥ n gbo&ng
DroneBl.

> > 80.000routersin the botnet
> Shutdownedquicklyafter detection
> Thxto Borys Bohater fopointing me outthis

Copyrighted GFX content
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Sowhat?

> PsybOtc wiki entry

> The primary attack vector 8SH or telnet acceddsing
brute-forcing, it tries to gain access from over 6000
usernames and 13000 passwords.

> However, 99o0f infections are caused by insecure
configuration, mosthno or default administration
password and allowed remote administration

> Recommended countermeasures arecttange default
access credentials to more secure oa@sl toupdate
router/modem firmware In case of infection suspicion, it
IS advised to perform hard reset of the router.

Copyrighted GFX content 32
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Sowhat?

> SampleCSRF+auth _bypass+command_exec
attackscenarioworksagainstanyadmin
nasswd

> ItR 2 S &nge@emote sshtelnet access

> It needsa victim browsinga malicious(?)web
site

Copyrighted GFX content 33
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Protection

> Upgradefirmwares(who doesthat?)

> Forcevendorsto publishsecurityupdates(and
to deliversecurewebY | Yy I ASYSY U X U

> Disableweb management?
> Uselinks? =)
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Protection

> Quickfixes
> Proxy confign web browser
> For aprivate addresamatch- point to nonexistentproxy
> http://en.wikipedia.org/wiki/Proxy auteconfig

> Auto configworksnicein corporatenetworks assuming
thatyouusel dzi2 O2y FTA3IX0

> Thxto LievenDesmetfor pointingmethe ideaJ
> UseFoxyProxyr other dvancedbrowserproxyclient
> Changehe IP

> Watchout ¢ youcancompletelydisableweb basedaccess
to yourinternal network (eg to intranet)
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2 K| heRnP

> Theresearchwas /ishon-commercial
> Interestedin research not hackingthe net -P

> Experimentalveb-site ¢ checkif we canown
your router

> Thxto Lukaszilorzpointingme tothe idea

Copyrighted GFX content
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2 K| heRnP

> Phasel ¢ preliminarytestingg ASMAX,
Linksys Pentagram, EDIMAX;LINKk.

> Phase? ¢ checkingother SOHOouters
(LiveBoR)

Copyrighted GFX content
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2 K| heRnP

> Phase3 ¢ checkingsomeenterpriseclass
machinegwith different accessevels

> Firsttry - ASA (Cisca)we willhaveremote/local
accesdgo the appliance(thanksto Proldea

> F5BIGIP? (it would be nice tofind web vulnsin
the? | Cr@iednagementonsole;-)
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Contactinfo?

> Wanna help?Havefun? :)
> /msg/me
> michal.sajdak@qgmail.com
> http://securitum.pl/dh/

Copyrighted GFX content
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Possiblyhazardousnaterial

> Educationaliseonly

( 0
> No crackinglease
oy

L /
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